
 

GRID 2 [Password] __EXCLUSIVE__

this idea has been around for a long time. as such, there are many tools out there that can help you build a better password. if i were to recommend a tool, it
would be keepass. it's free, it's opensource, and it has a very powerful feature set. for example, let's say you wanted a password that started with an 'x' for a
site called xerox.com. the easiest way to do this is to create the password 'xxxxxx', but as we know, this is not secure. to fix this, we need to extend the grid,
adding an extra character to the end of the password. let's do this by adding a 'y' at the end of the password. now, we're going to insert the 'y' into our grid.
to start, you want to add a box with a 'y' inside, so that the next 'x' box to the right will have room to hold the next 'x'. the 'y' should be at the bottom of the
grid, so that when we place the next 'x' box to the right, the 'y' box will fall in line with the 'x' box. now we're going to insert a 'y' into our grid. the first row
will already have a 'y' in it, so you're going to start with the next row down, and put it into the first 'x' box. let's start with the 'y' at the bottom of the grid.

we've already created a password with an 'x' and a 'y' for a site called xerox.com. you can see that it's not very secure. the password is a lot easier to guess,
and you could easily brute force it. to fix this, we need to try to break the password down. once you can get into the password, the otg system will allow you
to use any of the available characters. in this case, we'll use a letter in the middle of the password. if we were trying to break this password down, we'd know

it starts with 'x' and ends with 'y', and that we need to put a 'x' in the middle, which would mean we need a 'y' to be right before the 'x'.

GRID 2 [Password]

it's also encouraged to insert the provided randwrd,
randstr, or pin into any one of the above methods.
this can increase complexity, while also making the
password memorable and uniquely variable. surely

there are many more ways to use a grid and i'll
leave it up to the user to find the perfect method for
their use case, but these three methods should get
you started. so, let's make the code that generates

passwords more flexible, allowing it to generate
passwords with non-alphabetic characters. the first

thing we'll do is move the grid logic into the
encoding layer. it's much cleaner this way, and it
will make it easy to add new character sets. it will
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also make it easier to convert passwords once
they're on the site. so, let's fix this. first, we need a

new system that does include non-alphabetic
characters. as i mentioned, i use a formula to

generate a password of my choice. this formula can
be made up from the domain name, which i might
set to example.com, the first three letters of the

domain, then the first two numbers, and finally the
last five digits. this would give me a password of
ghacks.example.com. you can see that the otg

system is still valid, because this password follows
the same pattern. if a site has a password which
ends with the numbers three and five, it's safe to

assume that the site uses a system which generates
passwords following the same pattern. the only

limitation is that the site must be using alphabetic
characters. this is called a salt. the next step is to

add the salt to the formula. in the example above, i
would add the salt to the end of the password,

giving me a password of ghacks.example.com. the
added salt is now known as the algorithm. this could
be any length, but in this case we'll stick to 5 digits.
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